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1. [losicHUuTEIbHAA 3aAIMCKA

1.1. Heap u 3a7a4n TUCHHUILTHHBI

L[eﬂb JUCHUIINIMHBI — HpO(i)eCCI/IOHaJIBHaSI MmoAroToBKa MaruCTpaHTOB, HCO6XOI[I/IM3,SI JUIA
OCBOCHUA METOA0B U TEXHOJIOTHI 3allIUThI I/IH(bOpMaI_II/IOHHBIX CHUCTEM.

3amayn JUCIUTUIAHEL:
1aTh 3HAHUSA:

— O HOPMATUBHBLIX IIPABOBLIX AKTAX B obractu 3aH_[I/IH_IéHHBIX I/IH(i)OpMaI_II/IOHHBIX CHUCTEM,
— 0 MCTOAAaX U CPpCACTBAX pa3pa6OTKI/I SaH_II/IH_[éHHBIX I/IH(bOpMaI_[I/IOHHBIX CUCTEM.

1.2. IlepeyeHb IUIAHMPYEMBIX Pe3yJabTATOB 00Yy4YeHHUSsI
HHIUKATOPAMH IOCTHKEHHS KOMIIeTeHHii

no AUCIHUIIJIMHE, COOTHECEHHBIX C

Komnerenuus

(K01 1 HAMMEHOBAHUE)

NHaukaTopsl KOMIeTeHIH
(Koa 1 HAMMEHOBAHUE)

Pe3yabTaTsl 00yuyeHus

YK-4 — Cniocoben
MPUMCHSITh
COBpPEMEHHBIE
KOMMYHHKATHBHBIC
TEXHOJIOTHH, B TOM
Yrcie Ha
WHOCTPaHHOM(BIX )
A3bIKe(ax), AJis
aKaJIeMHUYECKOro U
PO eCCUOHAIBHOTO
B3aMMOJICICTBUS

YK-4.1 — 3naet coBpeMeHHbIe
KOMMYHUKATHUBHBIE
TEXHOJIOTMH Ha
roCyJ1lapCTBEHHOM U
MHOCTPAHHOM SI3bIKaX;
3aKOHOMEPHOCTH JIEJTIOBOM
YCTHOU U IUCBMEHHOMN

3nams:

® COBpPEMEHHBIE
KOMMYHUKATHUBHBIE
TEXHOJIOTHH Ha
roCyAapCTBEHHOM U
WHOCTPAHHOM SI3bIKAX;

® 3aKOHOMEPHOCTH JEI0BOI

KOMMYyHHKaIH YCTHOM M IIMCbMEHHON
KOMMYHHKaIUU

VYK-4.2 — YMeer npuMeHsTh Ha | Yuemu:

IPAKTUKE KOMMYHUKATUBHBIE | ® MPUMEHATH Ha IPAKTUKE

TEXHOJIOTUH, METO/IbI U KOMMYHHUKaTHBHbBIE

CITIOCOOBI ACJI0OBOIo0 O6IJ.I€HI/I}I

TECXHOJIOTMH, METOJbI U
CITOCOOBI JACJIOBOI'O O6IJ_I€HI/IH

VK-4.3 — Bnageer MeTOIUKOIM
MEXIMYHOCTHOTO 1€JI0BOTO
OOLIEHMS Ha TOCY1apCTBEHHOM
¥ MIHOCTPAHHOM SI3bIKAX, C
pPUMEHEHUEM
podeCCHOHATBHBIX A3BIKOBBIX
¢dbopM u cpeacTs

Brnaoemw.

® METOAUKON MEXITHUYHOCTHOTO
JIEJIOBOT'O OOIIEHHUS Ha
TOCYJapCTBEHHOM U
HHOCTPAaHHOM SI3bIKaX, C
PUMEHCHHEM
poeCCHOHATBHBIX A3BIKOBBIX
¢dbopM U cpeacTB

OIIK-1 — Cnocoben
000CHOBBIBATH
TpeOOBaHUS K CUCTEME
obecreueHust
nH(pOpMaITMOHHON
0e30IMacHOCTH U

pa3zpabaThIBaTh IPOCKT
TEXHUYECKOTO 3aJJaHus

Ha €€ CO3JaHHuEC

OIIK-1.1 — 3HaeT OCHOBEBI
OTEUECTBEHHBIX U 3apyO0eKHBIX
CTaHJapTOB B 00acTH

3name:
® OCHOBBI OTEUECTBEHHBIX U
3apyOeKHBIX CTAaHIAPTOB B

obecreueHust oOJracTu o0ecrnieyeHus
MH(OpMaLOHHON MH(POPMAIMOHHOM
0€30IMaCHOCTH 0€30IMacHOCTH
OIIK-1.2 — YMmeer Ymemo:

POCKTHPOBATH ® TMPOEKTHPOBATH

UH(OPMAIIMOHHBIE CUCTEMEI C
YUYETOM Pa3INIHBIX
TEXHOJIOTUH obecrieueHust
nH(pOpMaLOHHON
0e3omacHoOCTH

WH()OPMAIIMOHHBIE CUCTEMEI C
y4€TOM pa3INYHbIX
TEXHOJOTHI 00ecIeYeHns
MH(POPMALOHHOM
0e30macHOCTH
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Braoems:
® HaBBIKAMH YYaCTHs B

OIIK-1.3 — Brnaneer HaBBIKaMu
ydacTus B pa3padoTKe

CUCTEMBI 00€eCIIeYeHUs
UH(POPMALIMOHHOM
0e30macHOCTH 00BEKTA

pa3paboTKe CUCTEMBI
o0ecrnieueHus
MH(POPMALMOHHOM
6e30MmacHOCTH 00bEKTa
S3BIKOBBIX (POPM M CpeNICTB

OIIK-2 — Criocoben
pa3zpabaThiBaTh
TEXHUYECKUU MTPOCKT
CHUCTEMBI (ITOJICUCTEMBI
100 KOMIIOHEHTA
CHCTEMBI) 00ECIICUCHUS
nH(pOpMaITMOHHOM
0e30MmacHOCTH

OIIK-2.1 — 3HaeT MeTOIBI
KOHIENTYAIBHOTO
MIPOCKTUPOBAHMS TEXHOJOTHI
obecneucHus

3name:
® METO/bl KOHIIETITYaJIbHOTO

HpOCKTI/IpOBaHI/ISI TCXHOJIOFI/Ifl
oOecrieueHus

nH(OpPMaLMOHHON MH(POPMALMOHHOM
0e301acHOCTH 6e30MacHOCTH
OIIK-2.2 — YmeeT BoIOUpaTh U | Ymemo:

000CHOBBIBATh MPEUMYIIIECTBA
METO/IOB pEIICHUS 3a/1a4 JJIs
3aIUTHl THPOPMAITIH
KOMITBIOTEPHBIX CUCTEM U
ceTell U cUCTEM 00ecIieueHnst

e BBIOMpPATh M1 OOOCHOBBIBATH

MIPEUMYILECTBA METOIOB
peLIeHHs 3a/1a4 JJIsl 3aIlUThI
HH(pOpMaIIUK KOMITBIOTEPHBIX
CHCTEM U CEeTEH U CUCTEM

MH(}OpMaLIOHHON obecrnieueHus
Oe3omacHoCTH nH(}OPMaLMOHHON

6e30MacHOCTH
OIIK-2.3 — Bnaneer HaBbIKaMu | Brademy:

BBINOJIHEHHS pabOTBHI 110
OCYILIECTBIICHUIO TIPU
U3rOTOBIICHHH, MOHTAXKE,
HaJIaJIKe, UCTIBITAHUAX U ClIave
B HKCILTyaTalMiO CUCTEM U
CpencTB obecredeHus
UH(POPMALIMOHHOM
0e301acHOCTH

® HaBbIKaMH BBITIOJIHCHUA pa6OTBI

M0 OCYILECTBIICHUIO TIPH
W3TOTOBIICHHH, MOHTAXE,
HaJIJKe, UCTIBITAHUSAX U ClIaue
B HKCIUTyaTallI0 CUCTEM U
CpelCTB oOecredeHust
MH(POPMALOHHOM
0€30MacHOCTH

1.3. MecTo AMCHUILINHBI B CTPYKTYpe 00pa30BaTe/ibHON MPOrpaMMbl

Huctunnuna «3anuniéHabie UHPOPMAIIMOHHBIE CUCTEMBD) OTHOCHUTCS K 00s3aTEIbHOM 4YacTu
0JI0Ka AUCUUILINH Y4eOHOTO IJIaHa.

Jnst ocBOGHHST AUCIUIUITMHBI HEOOXOIUMBI 3HAHUS, YMEHHs M BJaJCHHS, CHOPMHUPOBAHHBIE B
XO0/I€ W3Y4YEHHUs CIEAYIOIUX AUCHUIUIMH U MPOXOXKACHUS MPAKTUK: JUCHUIUIMHA SIBISETCS
JTUCIUATIINHON HAYaJTIBbHOTO ITUKIJIa 00yJIEHUSI.

B pesynbrare OCBOCHHS IUCHUIUIMHBI (QOPMHUPYIOTCS 3HAHUS, YMEHHS U BIAQJCHUSA,
HEOOXOAWMBIC I M3YYCHHS CIEAYIOIMX JAUCIHUIUIMH W MPOXOXKICHUS  IMPAKTHK:
«Teoperndeckue acreKThl O€30MACHOCTH KOMITBIOTEPHBIX CHCTEM », «THUTMOBBIE MOJCUCTEMBI U
pemieHus: obecrieueHuss HWHGOPMAIMOHHONW —Oe3omacHOCTHY, «IIpoekTHO-TeXHOIOTHYECKast
npaktuka» u «lIpenaunmomHas mpakTUKa.



2. CTpyKTYypa IMCHUILIMHBI

OO01mas Tpy10EMKOCTh AUCIUIUIMHBI COCTABIISACT 5 3.¢., 180 akageMHYecKux 4acoB.

CTpyKTypa AUCHUNIMHBI 111 04HOH (opMBbI 00yUeHust

O0beM IUCHUTUIMHBI B ()OpME KOHTAKTHOW PabOThl OOYYarOUIUXCS C IMeJaroru4ecKuMU
paboTHUKaMU W (W) JTUIIAMH, TIPUBIEKAEMBIMHI K pean3alii 00pa30BaTeIbHONU MPOTPaMMBbl

Ha UHBIX YCIOBUAX, ITPU ITPOBEACHHUN y‘le6HI)IX 3aHATHI:

Cemectp | Tunm yueOHBIX 3aHATHIA KonnuecTBo
4acoB
1 Jlexkun 36
1 [IpakTuyeckue paboThI 44
Bcero: 80

O0beM TUCIUIUIMHBI (MOJTYJIsT) B (hOpPME CAMOCTOSTSIILHON paOOThl 00YIAFOIIHXCS
cocrasiisier 100 akageMUYeCKHUX 4acoB.

CTpyKTypa AUCHUIIMHBI VIS 04HO-3204HOI (popMBbI 00yUeHUs

O0beM TUCIUIUIMHEI B ()OpME KOHTAKTHOW PaOOTHI OOYYAIOMIMXCS C TMEAaroru4eCKUMHU
paboTHUKaMU U (WIM) JTUIAMH, IPUBIEKaeMbIMH K pead3aliu 00pa30BaTeIbHONW MPOrpamMMbl

Ha MHBIX YCJIOBUSX, IIPH NIPOBEIECHNUN YUEOHBIX 3aHITHIA:

Cemectp | Tum yueOHBIX 3aHATHI KommuecTBo
4acoB
1 Jlexuyn 20
1 [TpakTyeckue paboThl 20
Bcero: 40

O0beM AUCHUTUTHHBI (MOIYIIS) B (POPME CAMOCTOSITEILHON pabOThl 00YJIAIOIIUXCS
cocraBmsieT 142 akageMudecknx 4aca(oB).




3. Conep:xkaHue THCIUNIHHBI

Tema 1. OcHOBHBIE NOHATHS 3AIMUIIEHHBIX HHPOPMALMOHHBIX cUucTeM. Q01 e MPUHIMIIBI
MOCTPOEHMS 3AIMIIEHHBIX HHPOPMAIMOHHBIX CHCTEM

[Tonstue «uHpopMmamonHas cuctemay. Konnenius 6e3omacHocTd UHQOPMALIMOHHONW CUCTEMBI.
[lemu  oGecrieuenust  wHPOpMAMOHHOW  OezomacHocTd.  CaHKUMOHWPOBAHHBIA U
HECaHKIIMOHUPOBAHHBIN JOCTYI. YTPO3bl 0€30MaCHOCTH M KaHaJbl peain3allid yrpo3. Y POBHH
3anuThl uHGopMmanuu. Ctannaptel 6e3onacHocTu. Kiacchl 3amMniéHHOCTH WH(GOPMAIIMOHHBIX
cucteM. HopmatuBHas ©6a3a Poccuiickoii ®enmepanuu W HHOCTPAHHBIX TOCYIApCTB.
CoBpeMeHHas JOKTpHHA HHPOPMALMOHHOM Oe3onacHocTu Poccuiickoii @eneparui.

Tema 2. ApxutekTypa HHGOPMAUMOHHBLIX CHCTEM Ha OCHOBe 0a3 HaHHBIX. TexHosaorum
NMPOEKTUPOBAHMSA 0a3 TaHHBIX

TpéxypoBHeBas apXHTEKTypa WH(OPMALMOHHBIX CHCTEM Ha OCHOBE 0a3 JaHHBIX. Mopaenu
JTAHHBIX.

Crpykrypa gaHHBIX. Ll€O0CTHOCTh pelnsiqMOHHBIX JaHHBIX. OCHOBHBIE 3Tallbl MPOCKTUPOBAHUS
0a3 maHHbIX. TEXHOJOTUU MPOSKTUPOBAHUS HA OCHOBE HOPMATH3ALIUH.

TexHomoruu NpoeKTUPOBaHUS HA OCHOBE MOJENH «CYIIHOCTh-CBA3bY.

Tema 3. PasrpanuyeHus 10cTyna K pecypcaM HH(pOpMAILHOHHOMH CHCTEMBbI

OCHOBHBIE MOHATHS CUCTEM pasrpaHuueHust foctyna. CyIHOCTh M ONpeNeleHUue IMOJUTHKI
6e3omacHocTH. OCHOBHBIC THITBI TOJMTHK O€30MAacCHOCTH: MaHJATHBIE, POJIEBBIE, KOHTPOJS
LEJIOCTHOCTH MH(OPMALMOHHBIX PECYPCOB, H30MPATEIHLHOTO Pa3rpaHUUCHHUS IOCTYIIA.
CyOBeKTHO-00bEKTHAsI MOAETh HH()OPMAITIOHHON CHCTEMBI.

Tema 4. CpencrBa olecrnedeHusi HEJTOCTHOCTH HH(OPMALMOHHBIX CHCTEM HAa OCHOBe 0a3
nannbix. CpeacrBa oOecneyeHusi KOHPUASHUMAJIbHOCTH HH(OpMAUMH B CHCTeMax Ha
OCHOBe 0a3 JaHHBIX

VYrpo3sl 1enoctHoctd uHpopmainuu. CrocoObl mpoTuBojekcTBHs. [loHSITHE U OCHOBHBIC
CBOMCTBa TpaH3akUMHA. MexaHU3M OJIOKMPOBOK. JleknapaTuBHas M MpoLEAypHas CChUIOYHBIE
nenoctHocTu. CriocoObl MOAIEpKaHNS CCbUIOYHOM LENOCTHOCTU. TpuUrrepsl U npasuia. YTrpo3bl
KOH(HIEHIIMATbHOCTH HH(POPMAIIHH.

CpenctBa uaentudukanuun u ayreHtupukauuu B CYBJl. Cpencra ymnpaBieHust AOCTYIOM.
Bunbl npuBuieruii.

Hcnonp3oBanne MexanusMa posieii. Metku 6e3onacHoctu. Mcnosnb3oBaHue NpeaCTaBIeHUN s
oOecnieyeHNs KOH(PHUIESHIIMATBHOCTH HH(OPMAIIHH.

Tema 5. Cnoco0b1 XpaHeHUs1 KOHPUIECHIIHAILHON HH(pOpManuK

[Tonoxenne o KoH(UACHIMANBHOM UWHPOPMALMU B ANEKTpoHHOM BHjae. KoHTeHTHas
kareropusanus. Kiaccupukaums wmHbopManuum 1o YpOBHIO KOH(UIEHIMAIBHOCTH. MeTku
nokyMeHTOB. CriocoObl XpaHeHue KOoH(HIeHIMaabHONH uHpopMmauuu. CBoaHas uH(OpMarus.
WuTennexryanbHas coOCTBEHHOCTh. HecTpykTypupoBanHas nHpopMaius.

Tema 6. OcHOBHbIe HampaBJjieHMsl 3alUThl HHpopManuu. OpraHu3aluoOHHbIE Mepbl
3alMThHI HHPOPMALIMH B OPraHU3alNU

3amuTa JOKYMEHTOB. 3allluTa KaHaJIOB YTEYKH KOHPUACHIIMATbHOU nHpopMaruu. MOHUTOPUHT
nercTBui  Tosb3oBateneil. Kiaccudukanuss BHYTpEHHUX HaApYIIUTENCH: HEOCTOPOKHBIE,
MaHUTyJIUpyeMbIe, CAO0TaXKHUKH, HEJIOSIIbHBIE, MOTUBHPOBAaHHBIC U3BHE.

Hpyrue rpananmu. KanpoBas mnonutuka. OnpenerneHre NpaB JIOKAIBHBIX I0JIb30BATENICH.
Cranpgaptusanust nporpaMMHOTO  oOecrieueHus. OpraHuzanus TMPOLEAYpPhl  XpaHEHUs
bu3HIecKuX HOocUTeNnel nHpOopMaITiu.
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Omnpeznenenue ypoBHEH KOHTPOJIS HHPOPMALMOHHBIX TTOTOKOB. P&XXUMBI apXuBa, CUTHATU3AIHIH,
AKTUBHOM 3aLIUTBHI.

Tema 7. Knaccupukanusi mescereBbIX J3KkpaHoB. MWx mnoautuku. Tunbl okpyxeHui
MesKceTeBbIX JKpaHoB. IlosmmTika 0e30acHOCTH MeKCEeTeBbIX JKPAaHOB

Knaccugpukanus. YcranoBnenue TCP-coenunenus. IlaketHeie ¢GuibTpbl, HaOOp MpaBUIL.
ITorpannuHble MapLIIpyTU3aTOPHI.

MexcereBble 3kpanbl (MD) Ha ocnHoBe Ttexnosoruid Stateful Inspection m Host-based.
Ilepconanbubie MO U uX mepcoHaiabHble ycTpolcTBa. [Ipokcu-cepBep MPHUKIATHOIO YPOBHS.
Briienennsie mpokcu-cepBepbl. [uOpugnbie Texnomoruun MD. TpaHCHIALUs CETEBBIX aapEcOB
(NAT). Craruueckast u ckpoitass TpaHcisiiuss NAT. [lpuHiun nmoctpoeHus: okpyxkeHus MDO.
DMZ-cetu. Kondurypamwus ¢ onaoit DMZ-cetsio. Service Leg koHpurypamms.

Kondurypamus ¢ apyms DMZ-cetssmu. BupryansHbie yacTHble ceTu. Pacmosoxenue VPN-
cepBepoB. MHTpaHeT.

OkctpaneT. KoMnoHeHThl HHPPACTPYKTYphl: KOHIIEHTPATOPbl U KOMMYTaTOphl. Pacnonoxxenue
cepBepoB B DMZ-cetsix.

Buemie gocrymubie cepBepbl. VPN u Dial-in cepBepsl. Buytpennue cepsepsl. DNS-cepBepbl.
SMTP-cepBepsl.

[Tonmutuka MD. Peanuzanusi ero Habopa npaBui. TectupoBanue nonutuku MDO. Bo3moxHbie
noaxonel K 9kciuryatanuu MO a. CompoBoxzaeHue MO u ynpaBineHue uM. Puznyeckas
0e3omacHOCTh OKpyxeHuss MD. AnmunuctpupoBanue MD. CTparerusi BOCCTAaHOBICHHS IOCIIE
c6oeB. Bo3amokHocTh cozmanust 1oroB M3. MHIMAEHTH 6€30MaCHOCTH.

Tema 8. Cucremsbl 00HapYXKeHHS aTAK

[Tonsitue cucrembl oOHapyxkenus atak (IDS). Tumbr u 6a3oBas crpykrypa IDS. CoBmectHOE
pacnionoxkenue Host n Target. Pasnenenue Host u ynpasnenus. [lomHOCTBIO pacnpenesi€HHOE
ynpaesienue. Network-based IDS, Host-based IDS, Application-based IDS.

Anamu3, BemonHsiemblid |DS. Omnpenenenue 3moynorpebneHuil. AKTUBHbIE M TACCHBHBIC
otrBerHble JgercTtBus. HMcnonp3oBanne SNMP TRAPS. Cucremsl aHamuza HW  OLEHKH
ysi3BuMocTeil. Host-based u Network-based ananu3 ysa3sumocteir. CriocoObl B3aMOIEHCTBHS
ckaHepa ys3Bumocteit u IDS.

Tema 9. be3onacHoe ucnosb30BaHue cJayk0bl JoMeHHbIX UMEH (DNS)

bezonacnocte DNS. CepBucet DNS. Unudpactpykrypa DNS. Komnonentst DNS u mnousitue
6e3onmacHocTH. OCHOBHBIE MeXaHU3MbI Oe3omacHocTu Uit cepBucoB DNS. Jlanusie DNS u I10
DNS. Name-cepBepsl, ABTOpUTETHBIE | KIMHpyromme Name-cepBepbl. Resolver'si.
Tpanzakuuu DNS. 3amnpoc/orBer DNS. 3onHas mnepecbuika. JluHamuyeckne OOHOBIEHHS.
bezonacHocth okpyxenust DNS. Yrpossr s [10O u nanasix DNS.

Tema 10. O0ecneyenue 0e30macHoOCTH WEB-cepBepoB. Be3onacHocTh WEB-
OPHEHTHPOBAHHOTO KOHTEHTA

IIpuuunel  yassumoctu  WEB-cepBepa. IlmanupoBanue passépreiBanus WEB-cepsepa.
be3onacHoe wuHCTammupoBanwe W KOHGUTypupoBaHue wucnoibdyemor OC. VmameHue wuim
3alpelleHe HEHYXXHBIX CEPBUCOB U NPUIIOKEHWH. YnpasieHue pecypcamu Ha ypoHe OC.
AnbprepHatuBHble minatdopmbel ansi WEB-cepBepa. Mcnonb3oBanue Appliances nns WEB-
cepepa. CnennansHo ycunenHsle OC u WEB-cepBepsl. TectupoBanue 6ezonacuoctu OC.
be3onacnoe wuHcTampoBanue u koHdurypupoBanue WEB-cepepa. CooTBeTcTBYIOMUN
cnucok aeiicrBuil. Pasrpannuenue nocryna nns [10 WEB-cepsepa. Ynpasinenue goctynom k
mupextopun coaepxumoro WEB-cepsepa. [1y0nukanuu napopmanuu Ha WEB-caiitax.
Obecneuenme 6e30MaCHOCTH TEXHOIOTUI CO3JaHNUsl AKTUBHOTO COJIEPKHMOTO.

URLSs u cookies. YsI3BUMOCTH TEXHOJIOTHI aKTUBHOTO COJIEP>)KMUMOI0 Ha CTOPOHE KIHEHTA.
VYS3BUMOCTH TEXHOJOTMM CO3/laHUS COAEPKUMOTO0 Ha CTOpOHE cepBepa. HeobGxoaumebie
nercTBus 1is obecrieuenus 6e3omacaoctn WEB-comepxumoro.



Tema 11. Texnonornu ayreHTHuKanuu U MM ppoBaHu

TpeboBanus k ayreHTHGUKaMK U mudpoBaHuto. AyreHTudukanus, ocHoBaHHas Ha IP-aapece.
Basic u Digest ayrentuduxanuu. SSL/TLS. Bozmoxxnoctu u cnadsie mecra SSL/TLS. ITpumep
SSL/TLS ceccun. Cxembr muppoBanus SSL/TLS. Cnucox AeHCTBUH TpH HCHOJIb30BAaHUHU
TEXHOJIOTUH ayreHTHUKauu u mudposanus. Wirewall npuknagnoro yposHs mns Web:

ModSecurity.
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4. Obpa3oBaTesibHbIE TEXHOJIOTHH

13“121 HanmenoBanme pasnena |Buabl yueOHbIxX 3aHsaTH |O0pa3oBare/ibHbIe TEXHOJOTHHI
1 2 3 4
1. |Tema 1. OcHOBHBIE Jlexuus 1.1 TpaguunoHHas JEKLIUS C
MMOHSTHS 3aIUIIEHHBIX Jlexmusa 1.2 HCIIOJIb30BAaHUEM IPE3CHTAIUI
MH(POPMAIMOHHBIX
cuctem. O01me CamocTtosarenbHas padora |Pabora c mutepartypoii
TIPUHIIHAITBI KoncynbsTupoBanue u npoBepka
MTOCTPOCHHUS 3aIIUIIEHHBIX 3aJIaHHAH TOCPEACTBOM
MH()OPMAITMOHHBIX 3JIEKTPOHHOU MOYTHI
CHCTEM.
2 |Tema 2. Apxurekrypa Jlexuus 2.1 TpanuuyvoHHas IEKIUS C
nH(popManuoHHbIX cucteM |Jlekums 2.2 HCIIOJIb30BAaHUEM IPE3CHTAITUI
Ha OCHOBe 0a3 JTaHHEIX.
TexHonorun CamocTrosarenbHas padora |Pabora c mutepartypoii
MIPOCKTUPOBaHUS 0a3 KoncynpTupoBanue u npoBepka
JIAHHBIX. 3a/IaHUI IOCPEACTBOM
AJIEKTPOHHOW MOYTHI
3 |Tema 3. Pasrpanunuenus  |Jlexmus 3.1 TpaguuroHHas JEKIUSA C
JIOCTYTIA K pecypcam Jlexmus 3.2 WCIIOJIb30BaHUEM MPE3CHTAIIHI
MH(OPMAaIMOHHOM
CUCTEMBI CamocrositensHas padora |Pabota ¢ nurepaTtypoit
KoHcynbsTupOoBanue u npoBepka
3aJIaHNM IOCPEACTBOM
AJIEKTPOHHOMU MOYTHI
4 |Tema 4. Cpencra Jlexnus 4.1 TpaguuroHHas JEKIUSA C
o0ecrnieueHus Jlexmmst 4.2 MCIOJIb30BaHUEM Tpe3eHTalu
LIEJIOCTHOCTH Jlexmms 4.3
MH(OPMAITMOHHBIX CUCTEM
Ha OCHOBe 0a3 JaHHBIX. [Ipaktuueckoe 3anstue 1. |BoinmonHenue u 3ammura
CpenctBa obecrieueHust MPAKTUYECKOTO 3aaHus
KOH(UICHIINATEHOCTH CamocTtosTenpHas pabora
nH(pOpMaIUU B CHCTEMaxX PaGota ¢ nuteparypoii
Ha OCHOBe 0a3 JaHHBIX. KoncynbTupoBanue u npoBepka
3aJjaHU MOCPECTBOM
AJIEKTPOHHOMU MOYTHI
5 |Tema 5. CriocoObI Jlexmus 5.1 TpanumrioHHast TEKIHS C
XpaHEHUs Jlexmus 5.2 HCIIOJIb30BAHUEM ITPE3EHTALUI
KOH(UACHIINATBHON
nHhopManuu CamocTtosarenpHas padora |Pabota ¢ mutepatypoii

KoHcynsTHpOBaHME U MpoBEpKa
3alaHUM IOCPEACTBOM
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AJIEKTPOHHOMW MOYTHI

6 |Tema 6. OcHOBHBIE Jlexuus 6.1 TpaguuuoHHas JEKIUs C
HaMpaBJICHUS 3aLIUThI Jlexug 6.2 KCIOJIb30BAHUEM MTPE3CHTAIIUMA
uHpOpMaLUu.

Opranuzanuonsbsie Mepbl |[IpakTHueckoe 3ansTue 2. |BbIoOIHEHNE U 3a1IUTa
3amuUThl H(QOPMAILIUY B MPAKTUYECKOT0 3aJaHus
OpraHu3aIHH CamocrosiTensHas padoTta
Pabota ¢ nutepatypoit
KoHcynpTHpOBaHME U MPpOBEPKa
3aJIaH} IOCPEACTBOM
AJICKTPOHHOU MOYTHI

7 |Tema 7. Knaccudukanus |Jlexmms 7.1 TpaguuuoHHas JEKIUS C
MEKCETEBbIX 3KpaHoB. VX |Jlekuus 7.2 KCIOJIb30BAHUEM MTPE3CHTAIIUMA
MOJUTHUKH. THUIIEI Jlexmums 7.3
OKPYKEHHI MEXKCETEBBIX BrinonHeHue 1 3ammTa
skpaHoB. [lonutuka [IpakTuueckoe 3aHsTUE 3. |IPAKTUYECKOTO 3aJaHUs
0e30macHOCTH
MEXKCETEBBIX YKPaHOB. CamoctosrenpHas padora |Pabota ¢ muteparypoit

KoncynsTupoBanue u npoBepka
3aJIaHNUM IOCPEACTBOM

8 |Tema 8. CucreMbl Jlexmus 8.1 TpaguunroHHas JEKIUS C
OoOHapyKCHHUS aTakK. Jlexnus 8.2 WCIIOJIb30BAaHUEM MPE3CHTAIUI

CamocrosrenpHas padora |Pabota ¢ muteparypoit
KoncynsTupoBanue u npoepka
3a/IaHHM IOCPEACTBOM
AJIEKTPOHHOMU MOYTHI

9 |Tema 9. be3zomacHoe Jlexuus 9.1 TpagunuoHHas JEKIUs C
UCIoNIb30BaHue Cnyx0bl  |Jlekmus 9.2 HCIIO0JIb30BAaHUEM IMPE3EHTAINI
noMmeHHbIX UMEH (DNS)

[Ipaktuueckoe 3anstue 4. |BoinonHenue u 3ammura
MPAKTUYECKOTO 3aJaHus

CamocTtosaTenbHas paborta
Pabora c nureparypoit
KoncynbsTupoBanue u npoBepka
3aJIaHNM OCPEACTBOM
AJIEKTPOHHOMU MOYTHI

10 |Tema 10. ObGecneuenue Jlexmug 10.1 TpanuuoHHAs! IEKIUS C
6e3onacuoctu WEB- Jlexuus 10.2 MCIOJIb30BaHUEM Mpe3eHTalu
cepBepoB. be3zonacHocTh
WEB-opuentupoBantoro |I[Ipaktuueckoe 3ansitue 5. |BrinonHenue u 3amura
KOHTCHTA. MPaKTUYECKOTro 3aJaHus

CamocTtosaTenbHas padorta
PaGora c nureparypoit
KoncynpTupOoBaHue u mpoBepKa
3a/IaHHI IOCPEACTBOM
AJIEKTPOHHOMW MOYTHI

11 |Tema 11. Texuomxorun Jlexmusa 11.1 TpaguunoHHas JEKLIUS C
ayTeHTH(UKAITIT 1 Jlexkmna 11.2 WCTOJIb30BAHUEM MTPE3EHTALIUI

mmdpoBaHus.

IIpakTnueckoe 3ansTue 6.

BrimonHenue u 3amura
MPAKTUYECKOTO 33 IaHUS
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CamocrosiTensHas padoTta
Pabota ¢ nutepatypoit
KoncynpTupoBanue u mpoBepka
3aIaHN IOCPEACTBOM
AIICKTPOHHOMU TOYTHI

B nepuox BpeMEHHOro NPUOCTAHOBIECHMS IMOCELIEHHS OOYyYarOUIMMUCSA MOMEUICHUN U
tepputopun PITY. mis opranuzammm y4eOHOro mporecca ¢ NPUMEHEHHEM BIIEKTPOHHOTO
o0y4yeHMs] W JAUCTAaHLMOHHBIX OOpa30BaTEIbHBIX TEXHOJOTHMH MOryT OBITh MCIIOJb30BaHbI
cienyromue o0pa3oBaTelIbHbIC TEXHOJIOTHH:

— BUJICO-JICKIINY;

— OHJIAWH-JIEKIIMY B PEKUME PEAIIBHOTO BPEMEHH;

— JIEKTPOHHbIC Y4eOHUKH, ydeOHbIe T0COOUs, HAyYHbIE M3/1aHUS B 3JIEKTPOHHOM BUJE U
JOCTYTI K MHBIM 3JICKTPOHHBIM 00pa30BaTEIbHBIM PeCcypcam;

— CHCTEMBI JUIsl 2JIEKTPOHHOT'O TECTUPOBAHHS;

— KOHCYJIbTallUuU C UCITIOJIb30BAHUCM TCIICKOMMYHHUKAIITMOHHLIX CPEACTB.
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5. OneHka IVIaHNPYeMbIX Pe3yJIbTATOB 00y4YeHHs

5.1. Cucrema oleHHUBAHUA

®opMa KOHTPOJISI Makc. K0J1u4ecTBO 0aJJI0B
3a oxny Bcero
padorty
Texymuii KOHTPOJIb:
- onpoc 2 bannos 22 bannos
- npakxmuyeckoe 3ansamue 1-5 6 bannos 30 6annos
- npakmuyeckoe 3anamue 6 8 bannos 8 bannos
[IpoMexxyTouyHas arTecTauus 40 b6annos
Ix3amen
Hroro 3a cemectp 100 6annos
IK3ameH

[Tony4eHHBII COBOKYITHBIH PE3yIbTaT KOHBEPTHPYETCS B TPATUIIMOHHYIO IIIKATy OLICHOK U B
HIKaTy OlleHOK EBporieiickoii cucteMsl nepeHoca 1 HakoruieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTCTBHM € TabIUIIEH:

100-6amnpHas TpaionHas mKaa [kana
IKasa ECTS
95100 OTJIIMYHO A

83 -94 B

68 — 82 XOpOIIIO 324TEHO C

gg : gg YIIOBIICTBOPUTEIHHO I[E)
2049 FX
0_19 HEYJIOBJICTBOPUTEIILHO HE 3aUTCHO F
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5.2. Kputepuu BbICTaBJIeHUS OLEHKHU MO TUCHHILIHHE

Banany/
HIxkana
ECTS

Onenka nmo
JTUCIHUILINHE

Kpurepum oueHku pe3yjbTaToB 00yUYeHHS 110
AMCHMILINHE

100-83/
A.B

«OTIIMYHOY/
«3a4TEHO
(oTI4aHO)»/
«3a4TEHO»

BricTaBmisiercs 00yJaroneMycs, €Ciii OH TIIyOOKO H
IPOYHO YCBOWJI TEOPETUUCCKUN U MPAKTHUCSCKHH
MaTepuall, MOXKET MPOJAEMOHCTPUPOBATH ATO HA 3aHATHUIX
U B XOJIC POMEKYTOYHOM aTTECTAIIH.

OOyyaromuiicsi KICYEPIIBIBAIONIC ¥ JIOTMYECKU CTPOIHO
u3jaraet y4eOHbIi MaTepHrall, yMEeT yBS3bIBaTh TEOPHIO C
MPaKTUKOM, CIIPABJISCTCS C PEIICHUEM 33714
poeCCUOHATHLHON HAIIPABICHHOCTH BHICOKOTO YPOBHS
CJIOKHOCTH, IPAaBUJIIBHO 000CHOBBIBAET IIPUHATBIC
peIICHMS.

CB00OIHO OpUEHTHPYETCSI B YUeOHOH 1
podeCcCUOHATIBLHOM JIUTeparype.

OrneHka no JUCHUILTMHE BBICTABIISIOTCS 00yUarolemMycs ¢
y4€TOM PE3YJIBTATOB TEKYIEH U TPOMEKYTOUHON
aTTeCTalUu.

Komrniereniuu, 3aKkpeni€énnple 3a JUCUUILTMHON,
c(hOpMHUPOBAHBI HA YPOBHE — «BBICOKUI».

82-68/

«XOpOMIO»/
«3a4TECHO
(xoporo)»/
«3a4TEHO»

BeicraBnsercs o0yyaromemMycs, €ClIM OH 3HAeT
TEOPETUYECKUM U IPAKTUYECKUHA MaTEpHas, FPaMOTHO U 110
CYILIECTBY M3JIaraeT €ro Ha 3aHATHUSIX U B XOJ1€
IIPOMEKYTOUYHOH aTTECTallMH, HE IOIIYCKasl CYIIECTBEHHBIX
HETOYHOCTEH.

OOyuaromuiicss IpaBUIbHO PUMEHSET TEOPETHUECKHE
IOJIOYKEHUS [TPU PEIICHUH TPAKTUYECKHX 3a/1a4
npogeccnoHaIbHON HAIIPABICHHOCTH PA3HOIO YPOBHS
CJI0KHOCTH, BJIaJICET HEOOXOAUMBIMHU ISl 3TOTO HaBBIKAMU
U IpUEMaMH.

JlocTaTOYHO XOpOILIO OPUEHTUPYETCS B yUEOHOH U
npogeccuoHaIbHOM JTUuTeparype.

OneHka no JUCHUILIMHE BBICTABIISAIOTCS 00ydaroiemMycs ¢
y4€TOM PE3YJIBTATOB TEKYIIEH U IPOMEKYTOUHON
aTTECTALlUN.

Komnerenuu, 3akpennéHHble 3a JUCHUILINHOMN,
c(OpMHUPOBAHBI HA YPOBHE — «XOPOIIHIIY.

67-50/
D,E

«yIOBIETBOPH-
TEITbHOY/
«3a4TEHO
(ymoBneTBOpH-
TEIBHO)»/
«3aUTEHOY

BricraBnsiercs oOyyaromemMycs, €ciii OH 3HaeT Ha 6a30BOM
YPOBHE TEOPETUUECKUI U IPAKTUYECKUN MaTepual,
JIOMyCKAET OTAEIbHBIE OMINOKHU MPHU €ro U3JI0KEHUU Ha
3aHATHUAX U B XOJ€ MPOMEXYTOYHOU aTTECTALlAH.
OOyuaronuiics UCTIBITHIBACT ONpeIEIEHHbIE 3aTPYAHEHUS
B IPUMEHEHHNH TEOPETUYECKUX IOJI0KEHUN ITPU PEILICHUH
MPAKTUYECKHX 337124 MPO(HeCCHOHAIbHON HApaBIEHHOCTH
CTaHJapTHOI'O YPOBHS CIIOKHOCTH, BJIAZICET
HEOOXOAUMBIMHU JJISl 3TOT0 0a30BBIMH HAaBBIKAMU U
NpUEMaMHU.

JleMOHCTpHpYET 10CTaTOYHBIN YPOBEHb 3HAHUS y4eOHOM
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banabl/ Ouenka no Kpurepum oueHku pe3yjbTaToB 00y4YeHHS 110
Hlxana AMCHMILINHE AUCHUILINHE
ECTS
JUTEPATYpPhl IO TUCLUIUINHE.
OneHka no JUCHUILIMHE BBICTABIISIOTCS 00yUarolemMycs ¢
y4€TOM PE3YJIBTATOB TEKYILEH U IIPOMEKYTOUHON
aTTeCTalUu.
Komrniereniuu, 3aKkpeniénnbie 3a JUCUUILIMHOM,
c(hOpMHUPOBAHbI HA YPOBHE — «IOCTATOYHBIN).
49-0/ «HEYIOBIETBOpPHUTE | BricTaBiseTcst oOydaronieMycsi, €ciii OH He 3HaeT Ha
F.FX JILHO»/ 0a30BOM ypOBHE TEOPETUUECKHUI M MPAKTUICCKUI
HE 3a4TEHO MaTepHal, JoMycKaeT rpyobie OMIMOKH TP ero

U3JI0’)KEHUH HA 3aHATHUSX U B XO€ IPOMEXYTOUHON
aTTeCTaluu.

OOyuaronuiics UCTIBITHIBAECT CEPhE3HBIE 3aTPYAHEHUS B
IIPUMEHEHNN TEOPETUYECKUX ITOJI0KEHUI IIPU PELIEHUN
HNPaKTUYECKUX 3a/1a4 IPOo(eCCHOHATBLHON HANIPaBIEHHOCTH
CTaHJAapPTHOI'O YPOBHS CIIOKHOCTH, HE BIaIEET
HEOOXOIMMBIMH ISl 3TOI'O HaBBIKAMU U ITPUEMAMH.
JleMoHCTpHpYET (pparMeHTapHbIC 3HAHUS YIeOHOH
JUTEPATYypsl 110 TUCLUIUIAHE.

OneHka o JUCLUIUIMHE BBICTABIIAIOTCS 00Y4aIOIEMYCS C
Y4€TOM pe3yJIbTaTOB TEKYLIEH U IPOMEKYTOUHON
aTTeCTaluu.

KomniereHiumn Ha ypoBHE «I0CTaTOYHBINY, 3aKPETUIEHHBIE
3a AMCUUIUINHON, HE C(OPMHUPOBAHEI.

5.3. OuneHounbie cpeacTBa (MaTepuaibl) I TEKYLIero KOHTPOJS YyCIeBaeMOCTH,
NPOMEKYTOYHOM aTTeCTANMU 00y4aI0IHUXCS M0 JMCIUIITTHHE

Yemmuouii onpoc

VYCTHBII ompoc — 3TO CpeICTBO KOHTPOJs, OpPraHM30BaHHOE Kak cCreluanbHas Oecena
npernojiaBaresis ¢ OOy4alolMMCS Ha TEMbI, CBS3aHHBIE C W3y4yaeMOW JAUCIUIUITMHOW, |
paccuMTaHHOE Ha BBIACHEHHE 00bEMa 3HAHMHU, OOyyaromIerocs Mo OmnpeAeraEHHOMY pasfeny,
Teme, npoOsemMe U T.1.

Ilepeuens ycmuuix 60npocog 013 npoeepKu 3HAHUU

Ne | Bonpoc

PeannsyeMaﬁ KOMIICTCHIIU A

1. | Yro Takoe nHpoOpMaIioHHas cuctema? VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,

OIIK-1.3; OIIK-2.1, OIIK-2.2, OTIK-2.3

2. | OCHOBHBIE MOJIOKEHUS
JIOKTpUHBIMH(DOPMAITTOHHON
6e3onacHocTH Poccuiickoit denepanun

YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OTIK-2.3

3. | OcHOBHBIE 3Tamnbl MPOSKTUPOBaHUS 0a3 VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
JIAHHBIX.

OITK-1.3; OTIK-2.1, OTIK-2.2, OTIK-2.3

4. | Yto Takoe HOpMaJIh3aIusl OTHOIIEHUHN ? VK-4.1, YK-4.2, VK-4.3; OIIK-1.1, OIIK-1.2,

OIIK-1.3; OIIK-2.1, OIIK-2.2, OTIK-2.3

5. | OcHOBHbIE HOpMaJIbHBIE (DOPMBI

YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OTIK-2.3

6. | Oco6ennoctu JJKH®

YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OTIK-2.3

7. OCHOBHBIC TIOHATHS CUCTEM

YK-4.1, VK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
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pasrpaHuyeHus 10CTyna

OIIK-1.3; OIIK-2.1, OIIK-2.2, OTIK-2.3

8. | CymHOCTb U ompesiesieHUue MOTUTHKI VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
0€30IaCHOCTH. OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
9. | OcuoBHbIe THIBI MOIUTHK Oc3omacHocTH | YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
10. | ITousiTie 1 OCHOBHBIE CBOICTBA VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
TpaH3aKIUN OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
11. | Mexanu3m OJIOKHUPOBOK VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
12. | CpenctBa UICHTH()UKAITIT u | YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
ayreHtudukanui B CYB/] OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
13. | MexcereBble  dkpanbl  ux  Bumsl | YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
AJIMUHUCTPUPOBAHKE MexceTeBbix | OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
JKPaHOB.
14. | Jemwimmrapu3oBanHas 3oHa, e€ nonsatue | YK-4.1, VK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
U CTPYKTYpa OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
15. | CocraBnsitomue 3aluThl IEPUMETPA. VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
16. | Ocobennoctu nmepumerpa coppemeHHbix | YK-4.1, VK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
KC OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
17. | Peanuzanus Mmexanuzma VPN VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
18. | VPN-kimment, VPN-cepep u mumo3 | YK-4.1, VK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
oe3omacHoctu VPN. OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
19. | Kiaccudukammst cereir VPN. VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
20. | IIpotokon PPTP. CtpykTypa makera. YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
21. | Ilpouenypa ycranoBienus SSL-ceccun. | YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OTIK-2.2, OIIK-2.3
22. | 3ammTa GeCipOBOJIHBIX CETeH VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OTIK-2.2, OIIK-2.3
23. | ApxutekTypa creka nmporokosoB [PSec VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OTIK-2.2, OIIK-2.3
24. | Bammra nepenaBaeMbix gaHHbIX ¢ | YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
nomoInbio mporokonoB AH u ESP OIIK-1.3; OIIK-2.1, OTIK-2.2, OIIK-2.3
25. | IIpoTokon ayreHTuuupyromero | YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
3aroJioBKa. OIIK-1.3; OIIK-2.1, OTIK-2.2, OIIK-2.3
26. | IIlpumenenue MPOTOKOJIA AH B | YK-4.1, VYK-4.2, VK-4.3; OIIK-1.1, OIIK-1.2,
TPAHCIIOPTHOM W TYHHEJIbHOM pexxumax | OITK-1.3; OIIK-2.1, OIIK-2.2, OTIK-2.3
27. | llpotokon wHKancynupytomei 3amutel, | YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
MIPUMEHEHHE MPOTOKOJIA ESP B | OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
TPAHCIIOPTHOM M TYHHEITLHOM PEXKHMAaX.
28. | IIpotokon ympasnenus kpunrokmouamu | YK-4.1, YK-4.2, VK-4.3; OIIK-1.1, OIIK-1.2,
IKE OIIK-1.3; OIIK-2.1, OTIK-2.2, OIIK-2.3
29. | Bagauu, pemaembie mpoTokonamu IKE VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OTIK-2.2, OIIK-2.3
30. | YcranoBnenue 0e3onacHoi acconmanuu | YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
31. | ba3wl manaeix SAD u SPD VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
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OIIK-1.3; OIIK-2.1, OIIK-2.2, OTIK-2.3

32. | OcHoBHEbIe cxembl ipuMeHeHus [PSec VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

33. | [lpaktuueckue acmekTsl 3ammThl BeO- | YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
MOPTAJIOB OT HH(POPMAIIMOHHBIX aTaK OIIK-1.3; OIIK-2.1, OIIK-2.2, OIlK-2.3

34. | TumoBas apxXuUTEKTypa BeO-mopraia VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

35. | [loacucteMbl aHTUBHUPYCHOM 3aIIUTHI VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,

OIIK-1.3; OIIK-2.1, OIIK-2.2, OTIK-2.3

36.

[Toxcucrempl KOHTPOJIS LIETOCTHOCTH VK-4.1, YK-4.2, VYK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

37.

[Toacucrembl pa3rpaHuyeHuUst 10CTYyIa VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

38.

[Toacucremer oOHapyxenus Bropkernii | YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

39.

Cepsucel DNS VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

40.

OcHoBHBIC MexaHu3Mbl Oc3omacHocTH | YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
1utst cepricoB DNS OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

41.

[Tpuuuns! yszsumoctn WEB-cepBepa VK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2,
OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

Ilpomesrcymounas ammecmayusa (npumepnsle 60npocwl 013 IK3AMEHA) —

npoeepka cpopmuposannocmu komnemenyuii — YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-

1.2, OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

1. Tlonsrue «uHpopMannoHHas cucteMay. Konuenuus 6e30macHOCTH HHPOPMALMOHHOM
cucreMsl. Llenu obecnieuenust nHbopmarmoHHou 6e3onacHocTH. CaHKITMOHUPOBAHHBIN U
HECaHKIIMOHUPOBAHHBIN TOCTYII.

2. Yrpo3sl 6€301TaCHOCTH 1 KaHAJBI PeTH3alny yrpo3. Y POBHU 3aIIUTHl HH()OPMAIIH.

CranpmapTbl 6€30MaCHOCTH.

Kraccsl 3anmménnocTy HHQOPMAIIMOHHBIX CUCTEM.

HopmarusHnas 6a3a Poccuiickoit @enepaniuu 1 ”HOCTpaHHBIX rocynapcTB. CoBpeMeHHast

JOKTpHHAa uHpopMamoHHoM 6e3onacHocTu Poccuiickoit deneparun.

5. TpéxypoBHeBas apXUTEKTypa HHPOPMALMOHHBIX CUCTEM Ha OCHOBE 0a3 TaHHBIX.
Mopenu TaHHBIX.

6. Ctpykrypa gaHHBIX. L{€10CTHOCTD pensMOHHBIX JaHHbIX. OCHOBHBIE 3TallbI
POEKTUPOBaHUS 0a3 JaHHbIX.

7. TexHONOrMU NMPOEKTUPOBAHUS Ha OCHOBE HOpMAJIU3ALIMH.

8. TexHoNOTMYU MPOESKTUPOBAHKS HAa OCHOBE MOJIENN «CYIIHOCTH-CBS3bY.

9. OcHOBHBIE MOHATHS CUCTEM pa3rpaHuydeHus foctyna. CylnHOCTb U ONpeieieHne
MOJINTUKU O€30MaCHOCTH.

10. OcHoBHBIE TUIIBI TOIUTUK OE30MACHOCTH.

11. Yrpo3sl nenoctHocty uHGopmanuu. CrnocoObl npotuBoaeiicTBus. [IoHATHE U OCHOBHBIE
CBOMCTBA TpaH3aKIUM.

12. Mexanu3Mm O6J10KHpOBOK. ONITUMUCTHYECKAS U TIECCUMHUCTHIECKAsT OJIOKMPOBKH

13. JlexnapaTtuBHas U MpoLEIypHAasi CChIIIOYHBIE LIETOCTHOCTH.

14. Crioco6sI o iepKaHus CCHUIOYHOM 1IETOCTHOCTH. TpUTTEpHI U TTpaBuIa.

15. Cpencra unentudukanuu u ayrentudukamu B CYBJl. Cpenctsa ynpaBieHus
JIOCTynoM. BH1bl TPUBUIIETHIA.

16. [Tonoxenue o KoH(pUACHIUATEHOW HHPOPMALIMH B AIEKTPOHHOM Buje. KonTeHTHas
KaTeropu3auus.

17. Knaccuduxanus nHGOpMaIIUH 10 YPOBHIO KOH(PUICHINAIBHOCTH. METKH TOKyMEHTOB.

»ow
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18. Cnioco6s! XxpaHeHne KoH(UACHIMAIBHOW HHPOPMALIUH.

19. 3amura 1OKyMEHTOB. 3allMTa KaHAJOB YTeUKH KOH(UIeHIIMAIbHON HHPOpMALIUH.
MOHUTOPHHT NENCTBUN ITOJIB30BATEICH.

20. Kimaccudukanus BHyTpEHHUX HaPYIITUTEIICH.

21. Ipyrue rpananun. Kagposas nonutuka. OnpeaeneHne npas JOKAIbHBIX MOJIb30BaTENIEH.

22. CrangapTuzanus IporpaMMHOro obecrneueHusi. Opranu3anus Iporeaypbl XpaHeHUsI
bu3HYECKUX HOCUTENEH HHPOPMAITUH.

23. Onpenenenue ypoBHEH KOHTPOJIsi HHOPMAIIMOHHBIX TOTOKOB. PexXuMbl apxuBa,
CUTHAJIM3allu1, aKTUBHOW 3alLLUTHI.

24. Knaccudukamus MD. Ycranosnenue TCP-coenunenus. [laketnpie GpuabTpsl, HAOOP
npasuil. [lorpannunbie MapLIpyTH3aTOPHI.

25. MD na ocHoBe TexHosoruit Stateful Inspection u Host-based. [1epconanbapie MO u ux
nepcoHalIbHbIE YCTpoiicTBa. [Ipokcu-cepBep NpukiIaaHOro ypoBHs. Brinenennsie
MPOKCHU-CepBEPHI. [ nOpuaHBIC TeXHOIOTHH MD.

26. Tpancmsius ceteBbix aapecoB (NAT). Cratuueckas u ckpbitast Tpancisiius NAT.

27. DMZ-cetu. Kondurypanus c ognoit DMZ-cetsio.

28. Service Leg xoHuTypamms.

29. Kondurypauus ¢ ayms DMZ-cetsimu.

30. BupryansHbie wacTHbIe ceTd. Pacnionoxkenue VPN-cepsepoB. MHTpaHerT.

31. Dkctpanet. KoMmnoHeHTh HTHPPACTPYKTYPHI: KOHIIEHTPATOPBI U KOMMYTATOPHI.
Pacnonoxxenue cepsepoB B DMZ-cetsx.

32. Buemne nocrynusie cepBepbl. VPN u Dial-in cepBepsl. Buyrpennue cepBepsl. DNS-
cepsepbl. SMTP-cepBepbl.

33. [Tonutuka MD. Peanuzarus ero Habopa npaBuil. TecTupoBaHue NOTUTHKH M.

34. Bo3MOXHBIE ITOAXO0/BI K dKCIUTyaTarmu MD.

35. CompoBoxaenrne M3 u yrpaBieHue um.

36. ®usnueckas 6€30MacHOCTh OKpyx)eHus MD.

37. AnmunuCcTprpoBaHue MD.

38. Crparerus BoCCTaHOBJICHHS 1Ocie cOoeB. Bo3aMoxHOCT co3aanus 10roB MD.
WNHnueHTs! 0€30MacHOCTH.

39. INonsTre cucteMbl OOHApYX)EHUS atak. Turel u 6a3zoBas crpykrypa IDS. CoBmecTHOE
pacniosioxxenue Host u Target.

40. Paznenenne Host u ynpasienus. [ToiaHocThio pacnipenenénnoe ynpanienue. Network-
based IDS, Host-based IDS, Application-based IDS.

41. Ananu3s, BeimosHAeMbIH |DS. Onpenenenne 3moynoTpeoieHui.

42. AKTUBHBIE U TTACCUBHBIE OTBETHBIE AeiicTBus. Vcronb3oBanune SNMP TRAPS.

43. Cuctembl aHam3a U olleHKH yszBumocteid. Host-based u Network-based ananmus
ysi3BuMocTeil. CriocoObl B3anMoielicTBUS CKaHepa ysa3BumocTeit u [DS.

44. Cepsucel DNS. Un¢pactpykrypa DNS. Komnonentst DNS u nonsitTue 6e30macHocTH.

45. OcHoBHBIE MexaHM3MbI Oe3onacHocTu A cepBrcoB DNS. Jlanusie DNS u I1O DNS.

46. Tpanzakiuu DNS. 3anpoc/otBer DNS. 30HHas niepechuiKa.

47. Nunamuueckue oOHOBIeHUs. be3onacHocTh okpyxkenust DNS. Yrpossr mist [10 u
nmaHabIx DNS.

48. Ilpuuunel ys3sumoct WEB-cepsepa. [TnanupoBanue passépreiBanuss WEB-cepsepa.
be3onacHoe nHCTaMIIMpOBaHne U KOHPUTYpUpoBaHHEe ucnoib3yeMoi OC.

49. Y nanenue UM 3anpelnieHre HeHYKHbIX CepBUCOB U MPUJIOKEHUH. YIpaBiIeHue
pecypcamu Ha ypoBHe OC. AnbrepHatuBHble maTdopmel 111 WEB-cepsepa.
Hcnons3oBanue Appliances 1t WEB-cepsepa. Cnennansao ycmieHHsie OC u WEB-
cepBepsl. TectupoBanue 6e3onacHoctr OC.

50. be3onacHoe nHcTamIMpoBanue 1 koHpurypupoanue WEB-cepsepa. CooTBeTCTBYIOIINI
CIIICOK JIEMCTBHIH.
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51. Pazrpannuenue nocryna ais [0 WEB-cepBepa. YnpasineHue 10CTyIOM K TUPEKTOPUN
conepxumoro WEB-cepsepa. [Tyonukanun nadopmainuu Ha WEB-caiitax.

52. O6ecrieueHre 0€30MaCHOCTH TEXHOJIOTUN CO3/aHUS AKTUBHOTO COJIEPIKUMOTO.

53. URLs u cookies. YSI3BUMOCTH TEXHOJIOTHI aKTUBHOT'O COJIEPKUMOTO HAa CTOPOHE
KJIMEHTA.

54. YA3BUMOCTH TEXHOJIOTUN CO3/1aHUS COAEP)KUMOr0 Ha cTOpoHe cepBepa. HeoOxonumele
neicTBus s odecniedenus 6e3omacHoctT WEB-conep:xumoro.

55. TpeboBanus k ayreHTU(DHUKAIUK 1 MG poBaHUIO. AyTeHTHUKAIMA, OCHOBaHHas Ha [P-
azapece. Basic u Digest ayrenTudukamnum.

56. SSL/TLS. Bosmoxxnoctu u ciadeie mecta SSL/TLS. ITpumep SSL/TLS ceccuun. Cxembl
mmdposanus SSL/TLS.

57. Ciucok OeiCTBH MPU UCIIOIb30BAHUH TEXHOJIOTHH ayTeHTU(PUKaIuu U UuGPOBaHHUS.

58. Texnononn RADIUS u TACASC+

Ilpumepnvie mecmoeguie 3a0anusn — npogepka cpopmuposannocmu komnemenyuii — YK-4.1,
YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2, OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

1. BupryauabHas 3ammménnas cetb VPN — 310

a) 00beIMHEHNE KOMITBIOTEPOB B CETh Yepe3 OTKPHITYIO BHEIIHIOW Cpeay Iepeaadn
uH(OpPMAIIUU B €IMHYIO BUPTYAIBHYIO KOPIIOPATHBHYIO CETh JIJIsi 00eCTieueHUs 0€30TIacCHOCTH
HUPKYTUPYIOIINX JaHHbBIX.

0) 0b6veduHenue N0KATbHBIX cemell U OMOeNbHLIX KOMNbIOMEPOB Yepe3 OMKPLLNYIO 8HEUHION0
cpedy nepedayu uHgopmayuy 8 eOUHyr 8UPMYAIbHYI0 KOPNOPAMUBHYIO Cenb,
obecneuusarowyo 6€30nacHocmb YUPKYIUPYVIOUWUX OAHHBIX.

B) 00beIMHEHNE JIOKAJIBHBIX CETEH M OTACIbHBIX KOMIIBIOTEPOB Yepe3 III00aIbHYI0 CeTh
WHTEpHET B €IMHYIO BUPTYAIBHYIO KOPIIOPATHBHYIO CETh, 00CCIICUNBAIOITYIO 0€3011aCHOCTh
HUPKYTUPYIOIINX JaHHBIX.

') 00bEIMHEHHE OTACTBHBIX KOMITBIOTEPOB M MOOMIIBHBIX YCTPOKCTB Yepe3 MI00ATBHYIO CeTh
HHTEepHeT B €IMHYIO BUPTYAIbHYIO KOPIIOPATUBHYIO CETh, 00ECTIEUNBAIOIYI0 0€30MacHOCTh
UPKYTUPYIONINX TaHHBIX.

2. Ilo npu3Haky «padoyero» yposHs moaeau OSI pazinuaror caeayrwomue rpynnsl VPN:
a) VPN kananviozo yposHs,

0) VPN npuknazHoro ypoBHs;

8) VPN cearncosozo yposH:i.

2) VPN cemegozo ypo6Hs,

) VPN TpaHCIIOPTHOTO YPOBHS;

e) VPN npencraBUTENbCKOrO YpOBHSI.

6. YueOHO-MeTOAMUYECKOE U HH(POPMAIMOHHOE 00ecnedeHne THCIIUTIIHHbI

6.1. CincoK MCTOYHUKOB U JIUTEPATYPHI
Hctounuku
OCHOBHbBIE

1. @eoepanvnvii 3akon «O6 uHbopManu, HHOOPMAIMOHHBIX TEXHOJOTHUAX M O 3alluTe
uadopmarum» ot 27.07.2006 No 149-®D3 (pen. ot 19.07.2018). [DnexTponnsiii pecypc] :
Pexxum noctyma : http://www.consultant.ru/document/cons_doc LAW 61798/, cBoGoaHbI#. —
3ari. ¢ 3KpaHa.

2. @edepanvhuviil 3axkon «O TEepCOHANBHBIX JNaHHBIX» OT 27.07.2006 Ne 152-®3 (mocnenHss
penaKuusi). DIIEeKTPOHHBIN pecypc] : Pexxum JIOCTyTa
http://www.consultant.ru/document/cons_doc LAW_ 61801/, cBoboaHbIi. — 3ari1. ¢ 3KpaHa.
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. Bazosas mooenv yepos 0€30MaCHOCTH TEPCOHATBHBIX MaHHBIX MpH UX 00paboTke B
WH()OPMAIMOHHBIX CHCTEMaxX NEPCOHAIBHBIX JaHHBIX (Bbimucka). (yrB. DOCTOK PO
15.02.2008) [Dnextponnsiii pecypc] : Pexum goctyma : https://fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/379, cBOOOIHBIIA.
— 3ary. ¢ ’KpaHa.

JOITIOJIHUTCIIbHBIC

. Pyxosooawuti OOKYMeHM. ABTOMaTU3UPOBAHHbIE CUCTEMBI. 3amura oT
HECaHKIIMOHMPOBAHHOTO JocTyna K uHpopManuu. Knaccudukanus aBTOMAaTU3UPOBAHHBIX
CHUCTeM U TpeOOBaHHUS MO 3amuTe WHPOPMALUHU. YTBEPKICHO PELICHHEM IpeceaTers
I'ocynapcrtBenHol TexHuueckoil komuccuu npu Ilpesunente Poccuiickoit @enepanuu ot 30
mapta 1992 r. [OnexrponHsiii pecype] : Pexum mocryma : https:/fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/384-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g, CBOOOAHBINA. — 3aril. ¢ 3KpaHa.

. Pyxosoosawuii  doxymenm.  CpenctBa  BBIYMCIWUTENBHOW  TEXHUKU.  3amura  OT
HECAaHKIMOHMPOBAaHHOTO JocTyna Kk uHpopmanuu. [lokazarenu 3amMIIEHHOCTH OT
HECAaHKIIMOHUPOBAHHOTO JOCTyNa K HMH(pOpMAIMH. YTBEPKICHO PEIICHUEM IMpeacenaTens
I'ocynapcrBenHoi TexHuyeckor komuccuu npu Ilpesunenre Poccuiickoin @enepanuu ot 30
mapta 1992 r. [OnektpoHHbld pecypc] : Pexxum mocrtyma : https:/fstec.ru/tekhnicheskaya-
zashchita-informatsii/dokumenty/114-spetsialnye-normativnye-dokumenty/385-
rukovodyashchij-dokument-reshenie-predsedatelya-gostekhkomissii-rossii-ot-30-marta-1992-
g2, cBOOOIHBI. — 3aril. ¢ 9KpaHa.

. IIpuxaz @CTOK Poccuu ot 11.02.2013 Ne 17 (pea. ot 15.02.2017) «OO0 yTBepkacHUN
TpeboBanuii o 3ammre uWHDOPMALMKM, HE COCTABISIIONICH TOCYAapCTBEHHYIO TaliHy,
coJieprKalleiicsi B rocy1apCTBEHHBIX HH(OPMALIMOHHBIX CUCTEMaxX». [ DJIEKTPOHHBIN pecypc] :
Pexxum poctyna : http://www.consultant.ru/cons/cgi/online.cgi?req=doc&base=LAW &n=
214004 &dst=0&rnd=92395C5151F01C02B8725B20C4BBFEB5#034991095371992622 1o
pabounm gHsM ¢ 20-00 10 24-00 (Bpemsi MOCKOBCKOE), B BBIXOJIHBIC U Mpa3IHUYHBIC THU B
mt000e Bpemsl. — 3aril. ¢ 3KpaHa.

. Ipuxaz ®CTOK Poccuu ot 18 ¢eBpans 2013 r. Ne 21. «O06 yTBepxkIeHUH cOocTaBa U
COJIEpXKaHUsI OPraHU3AIMOHHBIX W TEXHUYECKHX Mep M0 OO0eCredYeHuo O0e30macHOCTH
MEPCOHANBHBIX JAHHBIX MpPU UX 00paboTke B MHGOPMAIMOHHBIX CHCTEMaX IMEePCOHATbHBIX
JaHHBIX.. [OnexkTpoHHbIM pecypc] : Pexum pnoctyma :  http://www.consultant.ru/cons/
cgi/online.cgi?req=doc&base=L AW&n=215976&dst=0&rnd=92395C5151F01C02B8725B2
0C4BBFEB5#08164959407738432 cBoOOAHBIN. — 3ari. ¢ SKpaHa.

Jluteparypa
OCHOBHAasl

. LJecnos, A. I0. 3amurta MHGOpMAIMU: OCHOBBI TEOpUHU : y4eOHHMK i OakanaBpuata
maructpatypsl / A. 1O. Illernos, K. A. llernos. — Mocksa : U3narensctBo FOpaiit, 2019. —
309 c. — (Cepus : bakanaBp u maructp. Akagemuueckuii kypc). — ISBN 978-5-534-04732-5.
— Tekcr : oanekrponnbiii // OBC IOpaiitr [caiit]. — URL: https://www.biblio-
online.ru/book/zaschita-informacii-osnovy-teorii-433715.

. 3aneunukog, C. B. OCHOBBI MOCTPOEHUS BUPTYAIbHBIX YAaCTHBIX ceTel : yueOHoe mocobdue /
C. B. 3ameunnkoB, H. I'. Munocnaeckas, A. U. Toncroir. — 2-¢ u3n., crep. — Mocksa :
lopsiwast nuamg-Tenexom, 2011. — 248 c. — ISBN 978-5-9912-0215-2. — Texkcr :
AJIEKTPOHHBIH // Jlann : AIIEKTPOHHO-OMOIMOTEUHAS cucTema. — URL:
https://e.lanbook.com/book/11834 (mata oOpamenus: 21.06.2021). -- Pexxum moctyma: amns
aBTOPH3. NIOJI30BATEIICH.

JOITIOJIHUTCIIbHAsA


https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
https://www.biblio-online.ru/book/zaschita-informacii-osnovy-teorii-433715
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3. Kamunckwuii, B. H. ba3pl mannbix : yde6Hoe mocobme / B. H. Kamuuckuit. — Cankr-
[TerepOypr : BI'TY "Boenmex" um. J[.®. Yerunosa, 2017. — 106 c. — ISBN 978-5-906920-
36-2. — Texkcr : snexTpoHHBIH // JlaHb : 3nekTpoHHO-OMOIMOTeUHas cucrema. — URL:

https://e.lanbook.com/book/121826. — Peskum moctyma: Uit aBTOPH3. ITOJIb30BATEIICH. )

4. T'opoxxanuna, E. U. [IpoextupoBanue 0a3 gaHHbIX U 06a3 3HaHuil : yueObnoe mocodbue / E. U.
I'opoxxannna. — Camapa : [II'YTH, 2021. — 108 c. — Texkcr : snexkrponHsiid // Jlanp :
JNEeKTpOHHO-OMOMMoTeynass cucrema. — URL: https://e.lanbook.com/book/301085. —
PesxuMm poctyna: 1uist aBTOPH3. MOJIb30BATEICH.

5. Jlacowma, O. H. Cepruduxamus nHOOPMANMOHHBIX cHCTeM : ydeOHoe mocobme / O. H.
Jlaroma. — Cankrt-IlerepOypr : Jlanb, 2020. — 112 c. — ISBN 978-5-8114-4668-1. — Tekcr :
IeKTpoHHBIK  //  Jlamp  :  3NeKTpoHHO-OMOmmorewynas  cucrema. —  URL:
https://e.lanbook.com/book/139268 (mata obpamenus: 12.05.2021). -- Pexxum pocryna: s
aBTOPU3. II0JI30BATEIICH.

6.2. Ilepeyenn pecypcoB HH(OPMAITMOHHO-TEJIeKOMMYHUKAIIMOHHOH ceTH «AHTepHET».

1. Banx oannvix yepo3 bezonacnocmu ungopmayuu. [dnexrponnsiii pecype] / @®CTOK Poccun,
DAY «'HUNU TIT3U ®CTIK Poccun» — Pexxum moctyma : URL: https://bdu.fstec.ru/threat,
CBOOOJIHBIN. — 3arJl. C SKpaHa.

2. Memoouxa omnpeneneHusl akTyallbHbIX YIpo3 0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPHU UX
00paboTke B HWHPOPMAIIMOHHBIX CHCTEMax IIEPCOHAIBHBIX JIAHHBIX. Y TBEpXKICHA
3amectutenem pupektopa CTIOK Poccun 14 despans 2008 r. [DnexkTpoHHBIH pecypc] /
OCTOK Poccun. — Pexum jgocryma :  https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty/114 -spetsialnye-normativnye-dokumenty/380, cBo6oaHbIii. — 3ari. ¢
JKpaHa.

3. Buoeo ypoku Cisco Packet Tracer. Kypc monozoro 6oiina. [DaekTpoHHbIid pecype] : Pexxum
noctyna :  https://www.youtube.com/playlist?list=PLcDkQ2Au8aVNYsqGsxRQxYyQijlLa
94T9, cBOOOAHBIN. — 3arJl. ¢ PKpaHa.

6.3 IlpodeccuonabHbIe 6a3bI JAHHBIX M HHPOPMANHOHHO-CIIPABOYHBIE CHCTEMBI
Hoctyn k mpodeccuonanbubIM 6a3am manubix: https:/liber.rsuh.ru/ru/bases
NudopMaIrmoHHbIE CITPABOYHBIE CHCTEMBI:

1. Koncynprant [Tnroc
2. Tapant

7. MaTepuajibHO-TeXHHYECKOe o0ecneyeHne TUCIHMINHbI

1) IS TEKIMOHHBIX 3aHITHH — JIGKIMOHHBIA KJIaCcC C BHACOMPOECKTOPOM U KOMITBIOTEPOM, Ha
KOTOPOM JIOJDKHO OBITh ycTaHOBJIEHO ciaenyromree [10:

Nenn Haumenosanue 110 [TpousBoauTenn Croco0
/i pacrpocTpaHeHHS
(ruyenszuonnoe unu
Cc60000HO
pacnpocmpansiemoe)
1 Microsoft Office 2010 Microsoft JINIEH3UOHHOE
2 Windows 10 Pro Microsoft JINIEH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE
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2) Ul TIPaKTUYECKMX 3aHITUH — KOMIIBIOTEPHBIA KJacc, OOOpYIOBAaHHBIH COBPEMEHHBIMH
IEPCOHAIBHBIMM KOMIIBIOTEpAMM Ul KaXXAO0ro cryaeHta. Ha kommbroTepe NODKHBI OBITh
ycraHoBieHo ciuenyrouee [10:

Nent Haumenoanue 110 [IpousBoauTenn Croco6
/m pacrnpocTpaHeHHUs
(ruyensuonnoe wnu
€c80000HO
pacnpocmparsiemoe)
1 Microsoft Office 2010 unu BeIIIE Microsoft JIALEH3NOHHOE
2 Microsoft JUIICH3UOHHOE
3 Kaspersky Endpoint Security Kaspersky JIMIIEH3UOHHOE
4 Cisco Packet Tracer v.7.2 Cisco Systems YCJIOBHO CBOOOIHOE
(Heobxoanma

perucrpanms B CETEBOI
akagemuu Cisco)

5 VMware Workstation 15 Player VMware, Inc CcBOOOTHOE
6 win VirtualBox 6.0 Oracle CBOOOJIHO®
7 JHuctpubytussl Linux (manpumep | Oracle CBOOOIHOE
Ubuntu 14)
8 WEB-cepBep Apache 2.0 Apache Software cBOOOIHOE
Foundation
9 Microsoft SQL Server 2008 R2 Microsoft cBOOOIHOE

(v GoJiee TO3THSIS BEPCHUs)
Beimyck Express Edition
CpenctBa  BBIYMCIHMTENBHOH  TEXHHKH, CETEBOE OOOpYIOBAaHHE, TEXHHUYECKOE,
NPOrpaMMHOE W NPOTPaMMHO-alIIapaTHBIE CPEICTBAa 3alIUThl MH(POPMAIMU M CPEICTBAMU
KOHTPOJIS 3aIUIIIEHHOCTH HH(OPMAIIHH.

8. Obecneuenue 00pa3oBaTeILHOr0 MPoLEcca AJs JHUI[ ¢ OTPAHMYEHHBIMU BO3MOKHOCTAMH
310POBBbSI M1 HHBAJH/I0B

B X0[€ peajin3daiu AUCHUIIIIMHBI UCITOJB3YIOTCA CIACAYIOMUEC NOIMOJTHUTCIIBHBIC
MCETO/bI O6y‘{eHH${, TCKYIICTO KOHTPOJIA YCIICBAEMOCTHU U HpOMeH(YTOQHOﬁ aTTeCTalinuu
06yqaloumxcs{ B 3aBUCHUMOCTH OT UX HHAUBHUAYaAJIbHBIX 0COOEHHOCTEH:

® IS CIEMNBIX U CIA00BUAAIINX:

- JeKuu O(QOpPMISIOTCS B BHUAE JJIEKTPOHHOTO JOKYMEHTA, JOCTYIMHOTO C TIOMOIIBIO
KOMIIBIOTEPA CO CIEeNUaTN3UPOBAHHBIM MPOTPAMMHBIM 00ECTICUCHUEM;

- TIMCbMEHHBIC 3aJlaHUS BBITIOJNHSIOTCA Ha KOMIIBIOTEPE CO  CHEIUATN3UPOBAHHBIM
MIPOrPaMMHBIM 00€CTIeYeHUEM, UITH MOT'YT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecrnieunBaeTCsl MHIWBUIyAIbHOE paBHOMEPHOE ocBerieHue He meHee 300 Jrokc;

- Q7S BBINIONHEHUS 3aJaHusl TMPH HEOOXOAMMOCTH TMPEIOCTABISETCS YBEIMYUBAIOIIEE
YCTPONCTBO; BO3MOKHO TaK)K€ MCITOJIb30BAaHUE COOCTBEHHBIX YBEITMYUBAIONINX YCTPOUCTB;

- MUCbMEHHBIE 3a/1aHusl OPOPMIIIOTCS YBEIMUEHHBIM HIpU(PTOM;

- 9K3aME€H | 3a4€T MPOBOJSITCS B YCTHOM (hOpPME HIIH BBITIOIHSIOTCS B TUCBMEHHON (hopme Ha
KOMIIBIOTEPE.

® IS TIYyXUX M CIA0O0CIBIIIANINX

- Jeknuu Oo(QOpMISIOTCS B BHUAEC DJIEKTPOHHOTO JOKYMEHTa, JUOO MPEeIOCTaBISICTCS
3BYKOYCUJIMBAIOIIas anmapaTypa WHIUBUIYAIbHOTO MOJIb30BAHMUS;
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- MUCHbMEHHBIE 3aJJaHUs BBITIOJIHAIOTCS Ha KOMIIBIOTEpE B MUCHbMEHHOM (hopMme;

- 9K3aMeH M 3auéT MNpOBOAATCA B NHUCbMEHHOW (hopMEe Ha KOMIBIOTEPE; BO3MOXKHO
npoBeeHue B (hopMe TeCTUPOBAHMUS.

e JUIs JIUL C HAPYIIEHUSMH ONIOPHO-/IBUrATEIbHOTO allapara:

- JeKIUH O(OPMISIIOTCS B BHJE AJIEKTPOHHOIO JOKYMEHTA, JOCTYHHOIO C MOMOIIBIO
KOMIIbIOTEpA CO CHELMATU3UPOBAHHBIM IIPOrPaMMHBIM 00€CIIeUeHHEM;

- THUCbMEHHBIE 3a/laHusl BBIIIOJIHAIOTCS HA KOMIBIOTEPE CO CIELHMAIU3UPOBAHHBIM
IIPOrpaMMHBIM 00€CIIEUCHUEM;

- 9K3aMeH M 3a4€T MPOBOAATCS B yCTHOW (hOpME MITH BBITIOJHSIOTCS B MMCBbMEHHOM (hopme Ha
KOMIIBIOTEPE.

IIpu HEOOXOIMMOCTH NPENYCMAaTPUBAETCS YBEIMUEHNUE BPEMEHH IS ITOJATOTOBKH OTBETA.

IIponenypa  mpoBeaeHUss  IPOMEXYTOYHOM — arrectamuu Uil OOy4aroLIUXCs
YCTAHABIMBACTCS C Y4YETOM HUX HMHIUBUAYAIbHBIX TCUXO(PHU3MUECKUX OCOOEHHOCTEH.
[TpomexyTouHas aTTecTalysi MOKET IPOBOAUTHCS B HECKOJIBKO 3TAIIOB.

[Ipu nmpoBeneHun npouesypsl OLEHUBAHUS PE3YIBTATOB OOYUYEHHS MpPEAyCMaTpUBACTCS
UCIOJIb30BAaHME TEXHUYECKUX CpEACTB, HEOOXOOUMBIX B CBA3M C HWHAMBUIYaJIbHBIMU
OCOOCHHOCTSAMHU OO0Y4YarOIIUXCsl. DTU CPEeACTBa MOTYT OBITh IPEJOCTAaBIEHbI YHUBEPCUTETOM,
WJIA MOTYT MCIIOJIb30BaThCSI COOCTBEHHbIE TEXHUYECKHE CPECTBA.

[IpoBenenne mpoueaypbl OLEHUBAHUS  pe3ylnbTaToB  OOy4YEHMs]  JOIYCKaeTcs C
MCIIOJIb30BaHUEM JIUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTUH.

ObecnieunBaercss 10cTyn K MHGOPMALMOHHBIM M OuOIHOrpaduueckuM pecypcam B CETH
WuTepHeT Ui Kakaoro oOydaromierocs B (opMmax, aJalTHPOBAHHBIX K OTPAaHHYCHHSM HX
3JI0POBbsI U BOCIIPUATHUS MHPOPMALIUU:

e JUIs CIENbIX U CIa00BUIAIINX:

- B ICYaTHON (pOpMe yBEITUUYEHHBIM HIPUPTOM;
- B (hopme 31EKTPOHHOTO TOKYMEHTA;

- B hopme aynuodaiina.

e U TIIYXHX U claboCibIIIaInX:

- B Ie4atHou (opwme;

- B (hOopMe 3JIEKTPOHHOTO JOKYMEHTA.

e IS 00YyYaroIMXCs C HAPYIIEHUSIMU OITOPHO-/ABUTaTEILHOTO annapara:
- B Ie4aTHou opme;

- B (hOpMe IIEKTPOHHOTO JOKYMEHTA;

- B (popme ayauodaiina.

VYyeOHble ayAUTOPUH Ul BCEX BUAOB KOHTAKTHOW M CaMOCTOSATENbHON paOoThl, HaydHas
O0uOIMoTEeKa W MHBIE NMOMELIEHUS JJIs1 O0y4YeHHUs! OCHAIIEHbI CIELHMAIbHBIM 00OpPYJOBaHUEM U
y4eOHBIMU MECTaMU C TEXHUYECKMMHU CPEACTBAMHU O0YUEHUSI:

® IS CHEMNBIX U CIIA00BUIAAIINX:

- YCTPOMCTBOM JJIsl CKaHHpOBaHUs U uTeHus ¢ kamepoir SARA CE;

- mucrieeM bpaiina PAC Mate 20;

- npuHTepoM bpaiins EmBraille ViewPlus;

® Ui TIIYXUX U CIa0OCIHbIIAIINX:

- aBTOMATHU3MPOBAaHHBIM pPA0OYMM MECTOM JUIsl JIIOJCH C HapylIeHHeM cliyxa |
¢J1a00CIIBIIIAIINX;

- AKyCTUYECKHH YCUIIMTENb U KOJIOHKH;

e s O0YYarOMIMXCS C HAPYIIEHUSIMU ONIOPHO-/IBUTaTEILHOTO annapara:
- IEPEABIKHBIMH, PETYIUPYEMBIMH dproHomMudeckumu napramu CH-1,
- KOMIBIOTEPHON TEXHUKOMN CO CIIeUAIbHBIM IPOrPAMMHBIM 00ECTIEYCHUEM.
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9. MeToau4eckne MaTepuaJibl

9.1. Ilnanbl MPaKTHYECKHX 3aHSITHI — TpoBepka CHOPMUPOBAHHOCTH KOMNETEeHUHH —
YK-4.1, YK-4.2, YK-4.3; OIIK-1.1, OIIK-1.2, OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

Tembl yueOHON TUCIUIUIMHBI IPEIyCMaTPUBAIOT MIPOBEICHUE MPAKTUUECKUX 3aHATHM, KOTOPbIE
CIIy)KaT Kak LEJIsIM TEKYIIEro M IpOMEXKYTOYHOTO KOHTPOJS MOATOTOBKH CTYJIEHTOB, TaK M
HEeJSIM TIOJyYeHHUS! MPAKTUYECKUMX HAaBBIKOB INPUMEHEHHS METOJOB BBIPAOOTKU PpELICHMIA,
3aKpeIUICHUs] W3YYEHHOI'0 MaTepuaia, pa3BUTHS YMEHUH, NPUOOPETEHUs OINbITa pPELICHUs
KOHKPETHBIX Mpo0JsieM, BelleHUsl IHUCKYCCHIl, apryMEHTAlluu U 3alIUThl BHIOPAHHOTO PEIICHUSI.
[Tomom B 3TOM OKa3blBalOT 3aJaHMsl U1 [NPAKTUYECKUX 3aHATUH, BbIAABAacMbIe
npernojaBaTesieM Ha KaK/IOM 3aHSITHH.

Ieabo mpakTUUECKUX 3aHATUN SBJAETCS 3aKpPEIUIEHHE TEOPETUYECKOro Marepuana |
NpUOOpEeTEeHNE MPAKTUUECKUX HABBIKOB pabOThl € COOTBETCTBYIOLIMM 00OpYAOBaHUEM,
MIPOrpaMMHBIM 00€CIIEYEHUEM U HOPMATUBHBIMH MPABOBBIMU JJOKYMEHTAMHU.

TemaTuKa MPaKTUYECKUX 3aHATUN COOTBETCTBYET MPOTrpaMMe TUCIUIUINHEI.

Ilpakmuueckoe 3anamue 1 — nposepka cpopmuposannocmu komnemenyuit — YK-4.1, YK-
4.2, YK-4.3; OIIK-1.1, OIIK-1.2, OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

Tema — Obecneuenue yenocmuocmu UHGOPMAYUOHHBIX CUCHEM HA OCHOGE a3 OAHHBIX
IIpoxo/kuTeILHOCTD — § yU.4.
3anaHus:
1. Pazpabotatp maket 0a3bl nanHbix B MS SQLServer.
2. TlpoBecTH HOpMAIM3ALNIO OTHOIIECHHH (Ta0MIHIT).
3. Baectu B kaxayro TaOnuIly HE MEHEe MSATH CTPOK.
4. Co3znath (OPMBI HITH TIPEACTABICHUS
5. B nonyuennoit 6aze nannsix B CYB]] Microsoft SQL Server coznath TabauIbI
NepcoHaa, TJ€ 0JKHBI ObITh YKa3aHbl MOAPA3/IeICHHS U COTPYIHUKH: KaJIpOB,
PYKOBO/JICTBa, OyXrajiTepuu, (UHAHCOBOTO MO/Apa3/ieieHNs, MEHEIKEPOB 10 paboTe ¢
KJIMEHTaMH, TOCTaBOK, 3aKa30B, CKJIaJa U T.1.
6. IIpuCBOUTH COOTBETCTBYIOLIHE POIIH.
7. CoznaTh npaBuia pa3rpaHUyeHMs] 1OCTyIa Ha OCHOBE POJIEH.
8. OTBeTUTH Ha TEOPETUUECKUE BOIIPOCH! B KOHIIE IPAKTUYECKOM padoThI.
Yka3zaHus 1O BBINOJHEHUIO 3aJaHUI:
1. M3yuuts TEOpEeTHUECKUI MaTepHa Mo TeMe.
2. OdopMuTh OTUET MO MpaKTUIECKOH padote. [Ipunokenuem k oTuéty ciyxat daiinsr BJ]
MarepuanbHO-TEXHHUECKOE OOECTIeUeHNE 3aHATHS:
1. KommnsroTeps! no kosnnyecTBy oOyuatoniuxcs ¢ pazsépayroir OC Windows 10 Pro u
Microsoft Office 2010.
2. Bupryanpnas mamuHac ycraHoBineHHOH CYBJl Microsoft SQL Server

Ilpakmuueckoe 3anamue 2 — nposepka cpopmuposannocmu komnemenyuit — YK-4.1, YK-
4.2, YK-4.3; OIIK-1.1, OIIK-1.2, OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
Tema — Opeanuzayuonnsle mepol 3auumaol UHGOPMAUUYU 8 OP2AHUZAUUU
IIpono/xkuTeIbHOCTD — 4 yu.4.
Samanus:

1. BeiOparh opraHu3aiuio U3 CUCKa MPEeAToKEHHBIX PEMoIaBaTesIeM.

2. TlpemioxuTh OpraHu3alMOHHBIC MEPHI 3aIUTH HH)pPMAIUH.
VYkazaHus 10 BBITIOJIHEHUIO 33JITaHUI:

1. W3yuuTh TEOpETHUECKUN MaTepUal Mo TEME.

2. CocTaBUTH OTYET O MPAKTUIECKOM 3aHSTUU.

3. OTBeTUTH Ha TEOPETUICCKUE BOIIPOCHI B KOHIIE MTPAKTUICCKOTO 3aHSITHS
MartepuanbHO-TEXHHUYECKOE 00ECTICUCHIE 3aHTHS:
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1. KomnbioTepsl 1o KoauuecTBy obOydarouiuxcsi ¢ pa3épuyroil Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer

Ilpakmuueckoe 3anamue 3 — nposepka cpopmuposannocmu komnemenyuit — YK-4.1, YK-
4.2, YK-4.3; OIIK-1.1, OIIK-1.2, OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3

Tema — AOmunucmpuposanue mexiccemesvix IKPAHO8

HponoxutenbHocTs — 10 yu.u.

3aganus:

1. AnmunuctpupoBanue mexcereBoro 3kpana B OC Linux u Windows

2. Pab6ora ¢ MexcereBsiM dKpanom Cisco ASA.

3. AIMHMHUCTpHPOBaHHE MEXKCETEBBIX 3KpaHoB B mporpamme Cisco Packet Tracer.
VYka3aHusl 110 BBIOJIHEHUIO 3a/IaHUM:

1. M3yuuTh TEOpETUUECKU MATEpUAI 10 TEME.

2. Ha Bupryanpabix MamuHax yctaHoBUTh OC Linux 1 Windows (Jydrie 3To caenarb

3apanee). HacTpouTs In4yHyI0 y4ETHYIO 3a1HCh, BBIAAHHYIO MTPETIO/IaBaATEIIEM.

3. Hacrpouts nporpammusie MexcereBble 3kpanbl B OC. [IpogeMoHCTpupoBaTh ux padory.
CoOpatb cxemy mo tonosioruu B Cisco Packet Tracer B uHAMBHAYyaIbHOM aIpECHOM
MIPOCTPAHCTBE.

5. OOparuTh BHUMaHUE Ha OrpaHuueHue JuiieH3uu npu padote ¢ Cisco ASA B Cisco

Packet Tracer
6. Ilpu paboTe B 4y>KOM aJpecHOM IMPOCTPAHCTBE HIIU C UY)KOH YIETHON 3aITUCHIO 3a/1aHHE
CUMTAETCS] HEBBIOJIHEHHBIM.

7. CocTaBUTb OTYET O MPAKTUUECKOM 3AHSATUH.

8. OTBeTUTHh Ha TEOPETUUECKHE BOIIPOCHI B KOHIIE TPAKTHUECKOTO 3aHATHUS
MarepuanbHO-TEXHUYECKOe 00eCTIeUeHHE 3aHATHS:

1. KoMmneroTepsl 1o koauuecTBy oOydarouiuxcs ¢ pa3épHyroil Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer

2. Pa3BépHyThle BUpTyalbHble Mamubl B koiaudecTBe 2 mT. Ha KaxaoM [IK ¢ OC Linux u
Windows

&

Ilpakmuueckoe 3anamue 4 — nposepka cpopmuposannocmu komnemenyuit — YK-4.1, YK-
4.2, YK-4.3; OIIK-1.1, OIIK-1.2, OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
Tema — be3onacnoe ucnonv3oeanue ciyicobt 0OMEHHBIX UMEH
IponoxkutenbHocts — 10 yu.u.
3agaHus:
1. Cobpats B Cisco Packet Tracer BbIJaHHYIO IpenoJjaBaTeIeM CXEMY.
2. TIposectu Hactpoiiky DNS-cepBepa.
3. IlpucBouTh MMEHA KOMITBIOTEPAM.
4. IlpoBecTu UMHUTAILIMIO aTaKH HA CEPBEP.
VYka3aHus 10 BBINOJIHEHUIO 3aJaHUMN:
1. W3yuuTh TEOpETHUECKUN MaTepUal Mo TEME.
2. HWcnonw3oBath [P-agpeca TOIBKO U3 CBOETO aJIpeCHOTO MPOCTPAHCTBA.
3. Tlpu paboTe B 4y»KOM aJIpeCHOM MTPOCTPAHCTBE WIIM C YYXKOH YIETHOM 3aIMCHIO 3aJaHNE
CUMTAETCS] HEBBIITOJIHEHHBIM.
4. CocTtaBUTh OTYET O MPAKTUYECKOM 3aHITHH.
5. OTBeTUTH HAa TEOPETUUECKUE BOIIPOCH! B KOHIIE MPAKTUYECKOTO 3aHATHUS
MartepuanbHO-TEXHUYECKOE 0OecTIeYeHNEe 3aHsTHS:
1. KommnbioTepsl 1o KoauuecTBy oOydwarommuxcs c pa3BépuHyroir Windows 10 Pro u
Microsoft Office 2010, Cisco Packet Tracer

Ilpakmuueckoe 3anamue 5 — nposepka cpopmuposannocmu komnemenyuit — YK-4.1, YK-
4.2, YK-4.3; OIIK-1.1, OIIK-1.2, OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
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Tema — Hacmpoiika WEB-cepsepa
IpoxoskuTesbHocTh — 10 yu.4.
3anaHus:
1. Pa3Bepnyrts a [IK cepep Apache 2.0, MySQL u PHP.
2. Tlposectu Hactpoiiky WEB-cepBepa ¢ yuéTom 3amuTsl HHGOpMaIUH.
3. Cosgate pocToii caitT ¢ ucroaszoBanrem CYBJl MySQL.
4, ATtakoBaTh CaT C UCIoab30BaHUEeM SQL-UHBEKIHIA.
5. Jlo6aBuTH KOJI C MCIIOJIL30BAaHUEM BCTPOCHHBIX (YHKIMH 3amuThl PHP.
6. ATakoBaTh CaT ¢ HCHOJb30BaHUEM SQL-UHBEKIIHIA.
VYka3aHusl 110 BBIIOJIHEHUIO 3a/IaHUM:
1. M3yuuTh TEOpETUUECKUI MATEpUaI 110 TEME.
2. CocTaBUTH OTYET O MPAKTUYECKOM 3aHSTUU.
3. OTBeTUTH Ha TEOPETUICCKUE BOIIPOCHI B KOHIIE MTPAKTUYECKOTO 3aHATUS
MatepuanbHO-TEXHUYECKOE 00eCTIeYeHE 3aHTHS:
2. KoMrmproTepbl 1o KOJMUYECTBY oOydaromuxcs ¢ pasBépayrod Windows 10 Pro u Microsoft
Office 2010, Apache 2.0, MySQL u PHP

Ilpakmuueckoe 3anamue 6 — nposepka cpopmuposannocmu komnemenyuit — YK-4.1, YK-
4.2, YK-4.3; OIIK-1.1, OIIK-1.2, OIIK-1.3; OIIK-2.1, OIIK-2.2, OIIK-2.3
Tema — H3yuenue npomokona RADIUS
IponoxkutenbHocts — 10 yu.u.
3anaHus:
1. Cobpats B Cisco Packet Tracer BimaHHYIO IPENO/IaBaTEIEM CXEMY.
2. Hacrpouts nentp aBropusanuu AAA.
3. IIpoBectu Hactpoiiky DNS-cepBepa.
4. IlpucBOoUTH HMEHA KOMIBIOTEPAM.
5. IIpoBecTu UMUTAIMIO aTaKH HA CEPBEP.
Yka3zaHus 1O BBINOJHEHUIO 3aJaHUM:
1. W3yuuTh TEOpETHUECKUN MaTepHaI MO TEME.
2. Cobpats cxembl o Tonojioruu B Cisco Packet Tracer B MHAMBHIyaIbHOM aJpECHOM
MIPOCTPAHCTBE.
3. Tlpu pabote B 4ykOM aipeCHOM MTPOCTPAHCTBE 33J]AHUE CUUTACTCS] HEBBITIOJTHEHHBIM.
4. CocTaBUTh OTYET O MPAKTUYECKOM 3aHSITHH.
5. OTBETHUTH HA TEOPETUUYECKHE BOMIPOCH! B KOHIIE MMPAKTUUECKOTO 3aHATHS
MatepuanbHO-TEXHUYECKOE 00eCTIeUeHHE 3aHsTHS:
1. KomnbroTepsl 1o koaudecTBy obOydaromuxcsi ¢ pa3Bépuyror Windows 10 Pro u Microsoft
Office 2010, Cisco Packet Tracer
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[Tpunoxxenne 1 AHHOTaLMS
paboueil mporpaMMbl AUCHUIUINHBI

AHHOTAIIUS PABOYEM ITPOT' PAMMBI I CIHUILIAHBI

Huctunnmua «3amuiménnbie  MHPOPMAIMOHHBIE CHCTEMbI» peanu3yercs Ha ¢akylbTere
NubopManinoHHBIX CHCTeM M 0€30MacHOCTH Ui CTYIEHTOB |-ro Kypca, oOydaromuxcs IO
mporpaMmMe MarucTparypbl 1o HampariaeHuto mnoarotoBku 10.04.01 HWudopmanmonnas
6e301acHOCTb (MPOGUIIb TOATOTOBKH — Opeanu3ayus u mexHoI02UU 3auumsl 20Cy0apCcmeenHou
matinel) Kadheapoil KOMIUIEKCHOM 3aIUThl HH()OpMAaIUH.

Ilenp AUCHUIUIMHBL: TPO(ECcCHOHAIbHAS ITOJATOTOBKA MArdCTPaHTOB, HEOOXOoAMMas s
OCBOCHUS METOJIOB M TEXHOJIOTH 3aIIUTHl HH()OPMAIIMOHHBIX CHCTEM.

3amaun:

IaTh 3HAHU:

— 0 HOPMAaTHBHBIX ITPABOBBIX aKTax B 00JIACTH 3aIUINEHHBIX HHPOPMAIMOHHBIX CUCTEM;

— 0 METOJIaX W CPEJICTBAX pa3pabOTKH 3aNTUIIEHHBIX HH()OPMAITMOHHBIX CHCTEM.

JlucuuruiHa HarpaBieHa Ha GOPMHUPOBAHUE CIECIYIOMUX KOMITETECHIIHNA:

e VK-4 - CnocobeH npuMeHsTh COBPEMEHHbIE KOMMYHUKAaTUBHBIE TEXHOJIOTUH, B TOM
qucie Ha MHOCTPaHHOM(BIX) sI3bIKe(ax), Ul aKaZleMUYEeCKOT0 U IMPO(ecCHOHAIBHOTO
B3aUMOJCUCTBUSA

e OIIK-1 — Cnocoben 060CcHOBBIBaTh TPeOOBAaHUS K CUCTEME 00eCIIeUeHHUS
MH(POPMAIIMOHHOM 0€30MacHOCTH U pa3pabaThIBaTh MPOEKT TEXHUYECKOTO 3a/IaHUS Ha €¢
CO3/1aHHE

e OIIK-2 — Crioco6eH pa3pabaTeiBaTh TEXHUUECKUI MMPOEKT CHCTEMBI (TTOICUCTEMBI JTHO0
KOMITOHEHTa CUCTEMBI) oOecrieueHus: THPOPMalMOHHOM 0e301acHOCTH

B pe3ynbrare ocBOSHUS TUCIUTIINHBI 00YJaIOMIUHCS JTOIKEH:

3HaTh:

® COBpPEMEHHBIC KOMMYHHKATHBHBIC TEXHOJIOTHH HA TOCYIaPCTBEHHOM M HHOCTPaHHOM
SI3BIKAX;

® 3aKOHOMEPHOCTH JIEIOBOM YCTHON U MUCbMEHHON KOMMYHUKAIINU;

® OCHOBBI OTEUECTBEHHBIX U 3apPYOEKHBIX CTAHIAPTOB B 007aCTH 0OECTIeUeHHS
UH(POPMALIMOHHOM 6€30MacHOCTH;

® METOJIbI KOHIIENTYaIhHOTO MPOSKTHPOBAHKSI TEXHOJOTHIH o0ecTieueHrs HHPOPMAITMOHHON
0€30I1aCHOCTH;

YmeTs:

® TPHUMCHSATH Ha MPAKTHKE KOMMYHHUKATUBHBIC TEXHOJIOTHH, METOJIBI M CITOCOOBI JIETTOBOTO
00IIICHUS;

® TIPOEKTUPOBATH MH(OPMAITMOHHBIE CHCTEMBI ¢ YIETOM Pa3INIHBIX TEXHOJIOTHI 00eCcIIeueHUs
nH(pOpMaIMOHHOW 0€30MaCHOCTH;

e BLIOHMpaTh U 0OOCHOBBIBATH IPEUMYIIIECTBA METOIOB PEIICHUS 3a/1a4 JIJIsl 3aIIUThI
uH(pOpPMaIIMK KOMIIBIOTEPHBIX CUCTEM H CETEH M cucTeM obecrieueHuss HHHOPMAITMOHHON
0€30I1aCHOCTH;

[To mucruIuIMHE IPeIyCMOTPEeHA TPOMEKYTOUHAs aTTecTallus B (hOpMe IK3aMeHd.

OO61mas Tpya0EMKOCTh OCBOSHUS JIUCIUTIIMHBI COCTABIISCT 5 3a4ETHBIX SMHMII.



